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\r^** ? '^-^ j; 

L ^^^mMmimm^m m » ^Bm^m^m^^ ^m^m^Bm I 



! r * " "L WH at is 'toe invention? ' ' "\ 

(Describe bmzfh; what ike invention is about, and how It is different front what is. available) ; 

M, ihm: dm$hmm% a mw> nwhmktkijgg- of pzr&nnmg i&mkBc&ttem bkmmfric on i^mwm^ I 

cxmmmncd platform such smart cartt sn proposed. » is wido'y recognised that* b* onirics is a Mtm i 
kimtiiy m^hc0mmkm nw&\m\ ihm ^riilg ptN or g>$^w$f$l Hovuvcr, h^&u§£ of the ffe%d rexomees : 
km\mm:mk . km mnmmilf nmiml$ Iso mm. iWM^^^lmripM^ lim % mt . m m^xm Imwxc I 
m milker CM mmiimd timmmi zm& mM m xmikx: A. hmm mpvom^y ir&> $&1mm Urn m^miim^ m\ \: 
the smn.: m& H^Mm i^ii^m^m &&w&d m ^^m^.tm^i & ^wr rev^iku. Ihmvvm | 

: 1%: i^yi^sijpn df#k»l hsm propi^d $ method to alkw d^tHl^d p^ci^fJMig 'tehv^n; : :tte..s3t|^ card 
and ilw iz\ km i whkh hi mw! the F€> A r* e^rmpls s :^^m^lNi}:^: 6 ngemr hrf ma?#JSHg >m\ xnmrl 

the eMits Oogerpnm m^tohing *m &mr.t eard The primed x^mc will uhv&v^ \& mzM Mcsxm? 
pj4c^mhm : : ;power of ihs sro*pi eaetJ (w xny resource <ihv&YH h*g behind th« PC i 

'{or any ■ server) by a huge i^gmUKfc (uk%» w$$t & only my immmm ixmning a| i 

pro v kfe <j ^siy ^M^«Fi»Mfes?4 <fe -vie ^ m n -xmmh txmm ^mnpiMiMivdliy' : 

mmm^ tmk mid wi\$umi rmmthm z high' ..s|><?ed^^tf wklt h : tb^ that b r^vphred by 

I - \ wn^rn^' mi &&tih$&i, pnm^m %zvb\m*m ■ I 

l:h : &ddly : o : 5i lo ihe ubjlity'of;' pkn1bm>iisg sii^hl. c-sui, dds :j^wo.tiah pr<>p^^ : ed ^ : r'i*:>¥.el : way 

■:■ kki^incauor^ Namh<^ (ill'.H), TIk^ U\H will mxtimi i;he k\>^Ho x$i ifm mtiitiwx^ U>geife?r ^vni; kk.runVr ; 

and ^: wd : omly number;/ d'he UIN wfl):.^,^»gfe4: : ^v^ thm 'tkt ^mmi k mms%s^ ;$mng u m. lifer- * 
itt Singte urn Similar <^o-*me ^a^w^rd) YUk mil Am $mpm titimmm he m-M4 b\ rhe 

cileni: in- .a- -^e ur^ '.ri>^:n::;ier' witfeu? depef^iiiig tim -mxich <m the :^n.e.r>5^i'f>n .c^i^ablfityv flve|;r if th^ jvVKi^m m I 
::■ epmpronth^fi iim 13 IN j;> abl^. m fel I fei .ife - : ^y»m h.^.i:> .h;: : iA:-k^d. :: 

i i X) W^ciih u> ^<ynm>\ my mvd irnggvpri ni : xmMmi^ m&ir^nm&ihm. ' : 

the UrdqiK* pmumal ItoHifseEtto Number (UIN{ !¥>fd^ iid^nfife jnate-lun^ r^^alts ami : 

H)de?i Jhc $^eurily acc^^ <?ode rhot avoKis iiitrikHrr m-ce.:^. ] 
| :. (3 > O Ei^^trie; pis word i ike |n;<it<>Co! for'k^#m| tragic pf V m . " I 

{4} i%& mHhud of Digrlbuiecj Resnotc pxeeutrorf, which performs \p$<\ §k§Khi$ i%m}yx$ the pr<.>bkrn <>f : 



— - V "wifAT IS NEW ABOOTTIIEINVEMION? " '"^1 

&ep£ tmrf?^<yvii m the public in any ways ?) ] 

i 

N<y prior m hm bmv Kmn^ M^ m die pnor mv^niifi^'. were::o^g FIN as tfi.<* fey of yen &*&>^ ^ | : 
as the VISA i it uses rt)(d|iple suitelcatio^ &eys tfc r^uesl for a sfegk tasa&to And ail 

these rnvmhons hcavdy rely on ste^l o^pg^ph.; prGtectUTg ,$t*pSty, Evenif bio:metrics is ; 
used.it ds Gon:fii:^d to identity airth^ntm There is no -tight : 

iiifefraiioii with biometrics Our invention is di/Tercol in thai the smaft card iict:^ &s bolh * biomeine ! 
agent and a transaction agent, |dv«g « a tight ijltep^ipm The biomelric agent is responsible for ; 
Sat^l^ating ■ tfee= m^T' =^fe3fe--ii^-if^i^4«^- $g<mf h mpmmim- W -^M^^g: t^^ctio^ with the j 
wfe Irarissiet io?) -s^er; Assured i nter&ee w ;d« 0n£d :fe?r : 'W«i' : agftste* The .hi^m^m i: e;e> a ter ; 
the 'smtes: of tifre -tF^^^tT^--^^e^t &at-rK(^ ^efe--^riSa. 

v i-hcrp have :ako been ntimerotfs ■.pit^nfe-. on ijie use of ^mart;:cwd (he fiogerpdiil:- template -and | 

also to pedbnn the whole of niatchmg m mmt card. Our invasion b. ^fenfr iiv'lhai it proposed y !■ 
method, of pmkil nwtehing on the $sMrt izm§< A m^ptfmol wm: m i h ie<3 w.h ich ^ribi^e^ *ecur;h y \ 
runure of ihe snmd; eard wM} the high pme^^ing speed oftte rcro«ve ellenis wMkj^ coniprom^nu! 'he ■ 
■reS:iap|ii^;;o.f ihe t<m)p!ate*. In &ddhion> the pmp$$g$- pmitivol amKke the vxi&Um tsfeejH'" w^ or | 
dxmiimmi |>roee:>s:ing : :ptoiM memory, T he proioeof : 

middle servers. The* the protocol allows a : re^ur^^^ exeeine a i 

^ Given tm m%, mm -cmM mv to |^^<#m tlie : -.mi^Irig; on mnk n^i wxtixm somt^r** ^end: { 

if w mM0m$;mm\ t yiu; eo*>k $es. : i*>r- u Song' inu^sa^ iion . key the ser^;r ■ vvith encrypt .iwt; T -hfcii> the : s^ur h;y | 
depends a Hi on the encryption - if the encryption fails, then the system is compromised. Our invention i 

dd'krej:t iri thai w£ propM .i me^iod to sv^he^/e die ulennhej nmnber unh ^ome^ic^ \m\d)mv, 
mmK-md-s rmidom nmvm^r m.^km ^ i^Mk^ ^0m\i^pn.^ mmm privdege. pn{m^..,Th ; 0 tliN.k i 
zim mm$m ?m -^WW. immwiim. ihm it :$ivm B$h mmim \%0mui m^ly Paying on .:• 

nature of the proposed T JIN protocol " I 



1" "What Is good about f be invent ion? 

i (When is its aSnt^^'^l^lu^ Hmmekheffer is it compared to tfw-Bmfm worM? ) { 

\ According to tfcfc, security c^tS^tiani ■■isMIfty to perform ih^ cohipkte p mril has. the : 

| to, store the t^pte; pur invention allows- both the complete biomelric pro;c.essmg on ; smart mvd mini I 
:; malching on mim card to be computationally viable without curtipromi.sing HM ^£\Mfy level. Furthermore : 
i Wm Che m£mm dofcg m depend on high-speed cm^wm^h \l is ^lip^fe to any r^mire^ 
: eop^ramed .^^#^ .T1iare^m. h^ge demand such as handphone ^od pda as the erm^ 

; d^c^ wil always Mk beWh'dfe server in trsa^^^ Mm mmv^ fm^gpppmkm , •• 

: of mobile device thai is very compact, low cosl low oomputattort^i power arid W connection to a server, 
i UwSh a dev-ier vm-'k& d^tribufei fres wWkr the compimy e&m. ihfe: mor*£y through sufe^riptsori services -io 
: the :,^rwr and Bm immcikm m& -m wdi -as the of data inj^mfe^d^ Sdra mdM wiiS imfe the 

i^ferf giymg aw^ ike H^adphor^o^ more m^m^M ih$m Mndphm^ mi he limited m 
: eomm'sadooa! twt&M&tv 

I To add;uon< with the ability of mmhmg m mmi •earrk/the mm^ m UmmMM via the proposed U IN. 
■> Sufcfc invenhon provide lite abilhy of identity ;uuhemicau<jn m4 m md^mdm* %4 r tm *:>f bks^etdes - j 
: tfeu^.pwsg.1i a: good, way o^proyltog ife feet that the varfe at sv^7 -4uee^M:! 

• mm^:, whm m%mru> <m-mm p&swn&i&^it-g g^mcuniy aiad is not loe&tty d^nttent on the ; 
perihrmanee.o^ Thus security feyd is very high. : 

.; 'The eop^;>:ioed inv^oik>o h?^ r^y :h^t^msti^ i^mmkm^Mi mmpk & that. a p<k with fmeorprmi $&s$m • 
: : ; apd mfe^nbd .^Ommyafe^lion : Can • ope*i a doi>r, The door ^-% ; >aesrte to . have: a n^cro-cotTtrolfcd wish hdra^ed. • 
; ■comniumc-^ion capability. The handphone wilt pvtfixm lbs feature extmeuon which will their ..pcrfonn the : 
! ixmchwg together with the SIM card- The SIM card I hen computes the UiN which is transmitted to the 
[ door* ttii^y^ vdth ite if the UlM i 

Immchm inn ^ee^: wllfBe gr^nMi and -'the UJ :N-»pdatfid at bmHt!^ ; <Rte m&sM MMfAwm. i 

I ^ ^ ^ <m ess. m mxm I IK rhe previous one sx Jl not H #k> to qpeii ?hc door Such i $ system is ■ 
; inreres sing "in the M lowmg ^speets:: { 
\. 6m only iveed^ a roohfle device (ox; handphone, pdo, keythh c-UV) that can be Ui>cd ft>r : nmny 

»nh^d!e^#^:: all d oor- ! oeks , d rit wer-! 6e k PCs ei:e), 
;>■:. Esfeh, ■c%;tro|ler;..<$^ pot :^qasre s powedhl mu^<i^onto>der to pertorrp the Ih^gerprs^r pme^^h^g 
: mu\ ihe yeoso^, making h ves y sirnpkn s\m\\ m<\ ctmimiy.. ehenp. 

.'3,, The ever ehanging UtN does not require yerv is^eure .encryphofr Thk h,m impmumt ,&cim as die li 
« of hreafeovg an encryption algorithm increases with utvie m tin eocnputatiotud power of CVU ] 
keeps oo md: the danger oftho ^mkMUiy ®£ <|MaomJ):repmpi#r% : 

; Thfe invc.tntii)?T arises doe to ihe q;oerics. irbtri: eompawics »k as M'oneyh-i^o.: Se^seounlty artd: ^ 
: Infineon. 'The proposed system can. fipd implementation in . many mm> Recently, Infineon has approached [ 
] m m oolhmmm m a seenre tTSB dormle.; 'T.he : OiSB daugk; will .conMn ^ fim^rm ^enxoiv .micro- >; 
r eo^troller -Slid 'imeitsor^ "Xife pro^es^lng will M niee;i> ; using die :iove : ntion that we h^e ptc*pmml, XyMp 
: keen oo (hrs prej^es. and Jhey are targeting customers hiciiidiTig MMDEF umt govern^^eo;t ager^eie^ for ; 
•: eoniiderrrbl ; appheation:s, Tvm applieaiiofis. have been suggealed (whfeli we cannot; disfefofie, due to Irs : 
: i eon/hdentiid. natxirel/Th^e will -feimMy : Ti^-aj^ for \\m illVentioh, 
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